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HP Color LJ Ent MFP

E47528
M570

HP Color LJ Ent MFP
E78523/28

E78228

HP Color LJ Ent MFP
E78625/30/35

E78325/30

HP Color LJ Ent MFP

X58045
E57540

HP Color LJ Ent MFP

E87740
E87640

HP Color LJ Ent MFP

X67755/65
E67660

HP Color LJ Ent MFP

E87750/60/70
E87650/60
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HP Color LJ Ent

E45028
N/A

HP Color LJ Ent

X55745
E55040

HP Color LJ Ent

E75245
N/A

HP Color LJ Ent

X65455/65
E65150/60

HP Color LJ Ent

E85055
N/A 
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HP LJ Ent MFP

E73025/30
E72425

HP LJ Ent MFP

E73130/35
E72530/35

HP LJ Ent MFP

E42540
M521

HP LJ Ent MFP

E73140
N/A

HP LJ Ent MFP

E52645
E52545

HP LJ Ent MFP

E62665
E62565

HP LJ Ent MFP

E82650/60/70
E82550/60
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HP LJ Ent

E40040
N/A

HP LJ Ent

E50145
E50045

HP LJ Ent

E60155/65
E60055/65
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HP WOLF ENTERPRISE SECURITY:  
ALWAYS ON GUARD

1.	 SECURE BIOS 
If a compromised version of the BIOS is detected during  
startup, HP Sure Start restarts the printer with a  
secure “golden copy” of the BIOS. 

2.	 WHITELISTING 
Our authentication lists are certified by HP and ensure,  
that the firmware is digitally signed by HP. At any sign of  
tampering, the printer will reboot to a secure state. 

3.	 MONITORED MEMORY 
Run-time Intrusion Detection is active at the most 
vulnerable times. That is, when the printer is turned on 
and connected to the network. Unusual activity leads to 
a reboot that clears the printer’s memory and thus the 
threat.

4.	 MEMORY SHIELD 
Memory Shield™ extends the Run-time Intrusion Detec-
tion feature to monitor print, scan, fax and network data.  
Memory Shield protects against unknown/new attacks also 
known as zero-day attacks and protects more broadly. 
Unusual activity leads to a reboot that clears the printer’s 
memory and thus the threat. Only applicable on selected 
newer devices. 

5.	 MONITORED NETWORK TRAFFIC 
HP Connection Inspector checks the printer’s  
outgoing data for packets typically used by hackers.  
Suspicious data requests trigger a  
restart and the printer boots up in a secure mode. 

6.	 HP SECURITY MANAGER 
One of HP’s most comprehensive print security solutions, 
HP Security Manager provides a true overview of the secu-
rity of your print fleet.

HP Enterprise printers are the only printers with integrated security features that 
heal themselves after attacks using automatic restart.


